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Introduction

Achieving security within information systems is no longer simply a technical problem
but increasingly involves the active participation of people in order to securely design,
deploy, configure and maintain systems. Whilst the level and sophistication of this
interaction may vary; anyone who is engaged with technology, from administrators of
the most complex of IT systems to owners of simple devices, all need to make

decisions that have an impact on the security and privacy of their device and
information.

Unfortunately, while people represent a key facet in achieving security, evidence
demonstrates that this is often the point of failure. With security now impacting all
aspects of society, from the young to old, enterprise organisation to the individual, it is
imperative that systems are designed, policies are put in place that assist people in
ensuring the security of their systems. It is against this context that Working Group
11.12 aims to contribute.

Aims and Scope

The Human Aspects of Information Security and Assurance Working Group seeks to
promote all aspects of research that can better support and inform our use of security
within information systems.

The scope of the WG11.12 includes any aspects that pertain to the attitudes,
perceptions and behaviour of people, and how human characteristics or technologies
may be positively modified to improve the ease of use and level of protection provided.



Indicative themes within this remit will include:

Information security culture

Awareness and education methods

Enhancing risk perception

Public understanding of security

Usable security

Psychological models of security software usage
User acceptance of security policies and technologies
User-friendly authentication methods

Automating security functionality

Non-intrusive security

Assisting security administration

Impacts of standards, policies, compliance requirements
Organizational governance for information assurance
Simplifying risk and threat assessment
Understanding motivations for misuse

Social engineering and other human-related risks
Privacy attitudes and practices

Computer ethics and security

Products, services and activities

The list of main activities within the scope of Working Group 11.12 are considered to be
as follows:

IFIP conferences (in all variations)
« Working conferences (includes proceedings, printed and / or electronically)
« Workshops (includes proceedings, printed and / or electronically)
e Schools (includes proceedings, printed and / or electronically)

Joint conferences with others
e Similar societies

Projects
e White papers on new developments / policy statements
e Guidelines / best practices / codes (e.g. of ethics)

Membership rules

The IFIP TC11.12 membership is comprised of the officers, members and observers.
Members and Observers of the Working Group are expected to be qualified
researchers and/or professionals engaged in the field of human factors. Members
apply to the Working Group and approved by the Chair and committee members,
subject to IFIP TC-11 approval.



Members are expected to participate in Working Group activities. At a minimum,
members must present a paper at a WG 11.12 conference or workshop, or take
an active role in the organization of a conference or workshop at least once every three
years. Additionally, members will be expected to contribute content to the online forum
and repository as appropriate.

Individuals attending WG 11.12 conferences or workshops will be offered observer
status. Observers who do not attend at least one WG 11.12 event every three years
will lose their status.

A three-year period of inactivity is taken to indicate that a member or observer is no
longer interested in the technical area, and can be cause for removing the member
from the membership list.

Contact details

Contact of Working Group Chair:
Prof Kerry-Lynn Thomson
Telephone: +27 41 5043408
E-mail: kerry-lynn.thomson@mandela.ac.za

Home page and mailing address of the group:

www.ifip11-12.0org

Kerry-Lynn Thomson
Professor, School of IT
Nelson Mandela University
Port Elizabeth

6001

South Africa
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